Exploring ENF for Information Forensics

niversity of Marylan Ad Hajj'Ahmad, Rav| Garg, Hul Su, Avinash Varna, and Min Wu et U
- Collté/geflg/larkyI ; M@%ﬁ

What is ENF? Robust ENF Estimation Application 3: Detect Tampermg
_ _ _ R T T __ENF from video
aElectric Network Frequency — nominally 60Hz o ENF can appear at different .| | [t | |l | |0 Tampering leadsto 04 \
in North America and 50Hz mostly elsewhere. harmonics of nominal freq. LR L discontinuity in ENF *12? —
5 as0—t s iR L =10 iy
0 ENF fluctuates around the nominal value due to | |a Can strategically combine & | = & f signal frfom media data.g Ltind B
: : : _ _ =1 SONTRAE | iy o2 - 160 320 480 640 800 ,' 960
changing loads in the power grid. different spectrogram strips £ -3 e EI(\)IILe erer_med power brime g Seconda !
L . - 5 240 [ required. G tryth ENF
0 ENF can be captured by audio/video recordings | | to achieve more accurate Obtain f ) ics detailstso2| o r/' ' | f
due to electromagnetic influences. estimates of the ENF. Sl || - 0 aln TOTensits tetal 2501, J
0 1000Time (Sec)zooo 3000 by Companng W|th § 50! y
reference power-ENF. £4° | | . . .
160 320Time (tllr? c;econde)st)LO 50

ENF in Video Recordings

0 Optical sensors capture lighting fluctuations EXPerlmenE in dChmad
- = 08 -=-979band | ¥  Recording starte
(Photodiodes and CCD/CMOS). g oo =lotmd 1 Paaal a Main ENF fluctuation trends are [~ . |
0 Light intensity follows a power law with electric MO similar across a power grid. EGQW
. . P! \ . . E ﬁﬁh J"r v A """‘-lrﬁ:."h"'"--:ﬁxi :'J
current => ENF In video appears at 100/120Hz. el NYAAVER-YER VAT a High-pass details of ENF can 3oy ™" . .. .
. . . i I ' ] . .. \ . s, o x i
a Aliasing can occur due to the lower frame-per- 0 B T help locating the origin of a § |t o w2
Frequency (in Hz) Time frame lag . - ) T g X ‘:’ *
sec rate (24-30fps). o Compare the ENF fluctuations from reference signal within a power grid. S e
0 ENF appears at aliased frequencies, depending power-ENF with the media ENF. | | ° -+ Golige Park-Crampsig
on the nominal ENF and camera sampling rate. | | g Highest correlation between two sets of ENFs a ENF from different grids can have ;==
o different statistical properties. Segment Index
LA corresponds to recording time. . . -
=> Can help estimate the grid-of-origin through
|/| ﬂ ( 1 |\| I\I machine learning, with no concurrent reference ENF.
< ~T : ~ >

Freq. (in Hz)

video camera

harmonics spread

out than base ENF video recording original
or superimposed later?

Sampling by lfs=29.97Hz Bandwidth of ENF | | O IS the audio track inthe  exrinaudiosignal  ENF in video signal

Digitized Kennedy White
House 1962 recording

B0 e—

:'-'l.ao a Two ENFs can appear in digitized

00

S ENE from audio track o historical recordings: original ENF _ :
340 - 0 - - ey . = i —
- — > . iR A || and ENF at time of digitization.
-fs/2 1009 979 -0.3 0.3 0.79 10;ieq(ans/5 Should match Wlth ENF %300:"7 - il 1?3 10 . . g l \ =
from visual track Pt i o _ =/ /o Can create a historical ENF g LA
" £ ' : G ” " §r:cm coldrgize
rate ENF (Hz) | aliased (Hz) + Knowledge of R | ¥ database” and timestamp old
29 97 012 024 e = L “~|» | recordings for archival and
reference power_ENF 195 5[F] '?0.5(.H)51 55 T 0 Efl 16.8 forenS|C ur Oses 200
. requency tn iz Frequency (in Hz .
50 29'97 10'09 9'79 nOt reqUIred | p p % w m 2?9 W W W W .9.441

50 30 10 10 ErnpRmy 1)




